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2024 Certification Assessment 
Instrument and Data Privacy Protection



SCHOOL YEAR 2024 
ESC (RE-)CERTIFICATION ASSESSMENT INSTRUMENT

E. Academic Support and Student Development Services
II. Registrar’s Office

VIII. Student Discipline

V. Guidance and Counseling



SCHOOL YEAR 2024

ESC (RE-) CERTIFICATION ASSESSMENT INSTRUMENT

G. Administration and Governance

Appraisal of Blended/Distance Learning (ABDL)
DOMAIN 4: Technology Selection, Access and Support



• Prevent unauthorized access, loss, or damage of learner records. 
• Ensure records are retrieved only by those with legitimate purpose and 
authority. 

• Keep records only for as long as necessary, based on legal and academic 
requirements. 

• Dispose of records securely to prevent leakage of personal data. 
• Document Policies and SOPs 
• Conduct Regular Training and Monitoring

Registrar’s Office



• Establish a Confidentiality Protocol and Privacy Policy 
• Control Access to Records (Both Physical and Digital) 
• Train Guidance Personnel on Data Privacy and Ethics 
• Secure Consent and Manage Disclosures Properly 
• Establish Proper Retention and Disposal Procedures 
• Create a Safe Culture for Confidential Conversations

Guidance and Counseling



• Ensure records reflect the full and fair story of incidents. 
• Prevent unauthorized access, leaks, or inappropriate disclosure. 
• Retain disciplinary records only as long as necessary and dispose of 

properly. 
• Redact names when using sample cases for training. 
• Be cautious when posting class-wide sanctions or violations (e.g., avoid 

shaming or disclosing identities). 
• Do not store disciplinary records together with academic grades in the 

same file or system if possible. 
• Train all staff involved in discipline on privacy principles and confidentiality.

Student Discipline



• Remember: Privacy is a governance issue, not just an IT task. 
• Set the tone from the top – school heads must model compliance. 
• Periodically review compliance, especially when you onboard new 

systems, platforms, or third-party providers.

Administration and Governance



• Protect access credentials. 
• Only gather data that is necessary for the purpose of billing. 
• Encode and verify billing data using secure means. 
• Store documents securely. 
• Do not share billing-related data with unauthorized parties 
• Retain billing records only as long as necessary to comply with program 

guidelines.

GASTPE Systems Point Persons



PEAC Enterprise 
Information System



















Additional Reminders
• Enable Two-Factor Authentication


• Use secure passwords (we recommend using at least 12 characters, alpha numeric + 
special characters)


• Change passwords at least once a year (we recommend changing your passwords every 
three months)


• Do not use public terminals when accessing the EIS, CS, IMS, VMS


• Refrain from using public Wifi


• Logout of your account properly 


• Install antivirus software and keep it up to date


• Keep your operating system and applications updated


• Do not click on suspicious links or download unknown attachments

Secure access to PEAC’s information systems (data processing systems)



Relevant Issuances of the NPC
• NPC Advisory No. 2024-04 - Guidelines on the Application of 

Republic Act No. 10173 or the Data Privacy Act of 2012 (DPA), its 
Implementing Rules and Regulations, and the Issuances of the 
Commission to Artificial Intelligence Systems Processing Personal 
Data


• NPC Advisory No. 2024-03 - Guidelines on Child-Oriented 
Transparency 



• NPC Circular No. 2024-02 - Closed-Circuit Television (CCTV) 
Systems


• NPC Circular No. 2023-03 - Guidelines on Identification Cards

Relevant Issuances of the NPC



Information security and data 
privacy protection is everyone’s 

business. 




