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Why this matters

900k ESC grantees
1.2M VPBs
60k TSS recipients

32B Php
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• Student information
• Staff and teacher 

Information
• Administrative and 

operational 
information

• Academic and 
instructional materials

• Other school 
documents

Types of sensitive 
information you may 
encounter
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Core Principles of Information Security

Confidentiality
Integrity
Availability 
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Data Privacy Act of 2012

Data Subjects

National Privacy Commission

Personal Information Controller (PIC)

Personal Information Processor (PIP)

Limited Access



Data Privacy Act of 2012

Personal 

Information

Sensitive 

Personal 

Information

Name

Email address

Mobile number

Position or job title

School or institutional affiliation

Age, gender, marital status

Educational background

Health records

Disciplinary or criminal records

Identifiers issued by government 

agencies: (e.g., Learner Reference 

Numbers, SSS number, TIN, 

PhilHealth ID)

Any information established by an 

executive order or law as sensitive
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Data Privacy Act of 2012

Processing refers to any operation or any set 

of operations performed upon personal 

information including, but not limited to, the…

• collection

• recording

• organization

• storage

• updating or modification

• retrieval

• consultation

• use

• consolidation

• blocking

• erasure or destruction of data. 
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Common
Risks

- Leaving printed enlistment sheets, 
student records, or grant documents 
exposed on desks

- Losing a USB drive or laptop containing 
school files

- Improper disposal of printed documents 
(e.g., throwing them in the trash instead 
of shredding)

- Allowing unauthorized visitors access to 
areas where sensitive records are kept
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Common
Risks
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- Using weak or shared passwords for EIS and 
other official accounts

- Not enabling Two-Factor Authentication (2FA)
- Using personal devices without security features 

(no antivirus, no screen lock)
- Using public or unsecured Wi-Fi to access official 

systems
- Using shared or public computers to log into EIS
- Failing to log out properly after each session
- Outdated operating systems or applications that 

are vulnerable to attacks
- Falling for phishing emails disguised as DepEd or 

PEAC communications

DIGITAL RISKS



Common
Risks
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- Taking photos of students or staff without 
consent and posting on social media

- Mis-sent emails containing personal or sensitive 
information

- Sharing login credentials with colleagues "for 
convenience"

- Giving staff access to systems beyond what their 
role requires

- Using commercial AI platforms (e.g., ChatGPT) to 
process student or staff personal data without 
proper safeguards

- Unnecessarily downloading and retaining 
personal data beyond its purpose

- Failing to report suspected data breaches or 
security incidents promptly

BEHAVIORAL / 
PROCEDURAL RISKS



PEAC Enterprise 
Information System
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Reminders

• Enable Two-Factor Authentication (2FA) wherever available
• Use strong and unique passwords
• Change passwords regularly
• Do not access official systems using public or shared computers
• Always log out properly after each session
• Avoid using public or unsecured Wi-Fi networks
• Install antivirus software and keep it updated
• Keep operating systems and applications up to date
• Be vigilant against phishing attempts
• Limit data access to a “need-to-know” basis
• Report suspected security incidents immediately



On the Use of AI Platforms
A quick guide for school administrators

What counts as an AI platform?
Tools like ChatGPT, Gemini, Copilot, and similar services that you interact with 
by typing prompts. Many are free, easy to use, and genuinely helpful but they 
come with privacy risks when used carelessly.

Main risk: you may be sharing personal data with a third party without 
the data subject's consent, a potential violation of the Data Privacy Act 
of 2012.

Advisory No. 2024-04 AI Systems Processing Personal Data

If your school uses AI tools (e.g., ChatGPT for admin tasks, automated grading), 
the DPA and NPC rules apply. Ensure lawful basis, transparency, and data 
minimization.



On the Use of AI Platforms
A quick guide for school administrators

What you should NOT input into AI 
platforms

- Student names, LRNs, or any 
identifying information

- Staff or teacher personal details
- Health, disciplinary, or financial 

records
- ESC, VPB, or TSS-related beneficiary 

data
- Any document marked confidential or 

for limited access

What is generally safe

- Drafting general communications or 
templates (without real names or 
data)

- Summarizing publicly available policies 
or guidelines

- Generating ideas, formats, or sample 
content

- Proofreading text that contains no 
personal information

The simple rule: If you wouldn't post it on a public bulletin 
board, don't type it into an AI platform.
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Information security is 
everyone’s responsibility.
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