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Privacy Protection
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To be covered

• PEAC’s Commitment to Strengthen the Organization

• Data Privacy Compliance 

• Reminders on secure access to PEAC’s systems and information 

assets; security incident reporting

• Push towards effective data governance



Internal Use

Commitment to 
strengthen the 
organization
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Data Processed in the EIS, IMS, VMS

SCHOOL STUDENTS TEACHERS ADMINISTRATORS OTHERS

Name Full name Full name Full name Full name

Location Residence Work experience Designation Designation

Contact information Grade level Teaching load E-signature E-signature

No. of ESC grantees LRN License details Contact information Contact information

No. of TSS Recipients Parents Salary

No. of VPBs Family income Age

Amount received Contact information Sex

Historical data Marital status
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Personal Information (PI)
Sec. 3 (g), DPA

PI refers to any information 

whether recorded in a material form or not, 

from which the identity of an individual is apparent 

or can be reasonably and directly ascertained by the 

entity holding the information, 

or when put together with other information would 

directly and certainly identify an individual. 

Examples:

First name

Last name

Residence

Place of work

Favorite food

Social media handle

Email address

Mobile number
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Sensitive Personal Information
Sec. 3 (l), DPA

SPI refers to personal information: 

1. About an individual’s race, ethnic origin, marital status, age, color, 

and religious, philosophical or political affiliations; 

2. About an individual’s health, education, genetic or sexual life of a 

person, or to any proceeding for any offense committed or alleged to 

have been committed by such person, the disposal of such 

proceedings, or the sentence of any court in such proceedings; 

3. Issued by government agencies peculiar to an individual which 

includes, but not limited to, social security numbers, previous or 

current health records, licenses or its denials, suspension or 

revocation, and tax returns; and 

4. Specifically established by an executive order or an act of Congress 

to be kept classified. 

Reveals

- Race, ethnic origin, marital status, 

age, color,

- Religious, philosophical, and 

political affiliation

Concerns

 - Health

 - Education

 - Genetic or sexual life

 - Proceedings for any offense 

committed, its disposal, sentence of 

court arising from such proceeding

Issued by government agencies

- Social security numbers

- Previous or current health 

records

- Licenses or its denials, 

suspension, or revocations

- Tax returns
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Data Privacy Act of 2012

• Appointment of a Data Protection 
Officer

• Registration of Data Processing 
Systems

Data Privacy Compliance
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Mandatory Registration
Sec. 4 (A), NPC Circular. 2022-04

Registration of an entity’s Data Processing System and DPO with the 

Commission shall be one of the means through which a PIC or PIP 

demonstrates its compliance with the DPA, its IRR, and other relevant 

issuances of the NPC.
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Mandatory Registration
Sec. 5, NPC Circular. 2022-04

A Personal Information Controller (PIC) or Personal Information Processor 

(PIP) that 

• employs two hundred fifty (250) or more persons, or 

• those processing sensitive personal information of one thousand (1,000) 

or more individuals, or 

• those processing data that will likely pose a risk to the rights and freedoms 

of data subjects 

shall register all Data Processing Systems.
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Mandatory Registration
Sec. 13, NPC Circular. 2022-04

NPC shall issue a Certificate of Registration in favor of a PIC or PIP, 

that has successfully completed the registration process. The validity of 

the registration is one year from its date of issuance.
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https://npcregistration.privacy.gov.ph/login
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Appointment of a 
Data Protection 
Officer
Pillar of Compliance

Image source: National Privacy Commission
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Reminders
Secure access to PEAC’s information systems (data processing systems)

• Review the list of authorized personnel who has access to your school’s EIS, 
IMS, Certification System, and SHS VMS accounts

• During registration, ensure that email accounts entered into the system are 
accessible, preferably not a personal email account

• De-register a user immediately when he/she no longer connected with the 
school

• A Non-disclosure Agreement (NDA) that has provisions on protection of 
proprietary information and data privacy protection executed by authorized 
personnel would add additional protection
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Reminders
Secure access to PEAC’s information systems (data processing systems)

• Enable Two-Factor Authentication

• Use secure passwords (we recommend using at least 12 characters, alpha 
numeric + special characters)

• Change passwords at least once a year (we recommend changing your 
passwords every three months)

• Do not use public terminals when accessing the EIS, CS, IMS, VMS

• Refrain from using public Wifi

• Logout of your account properly 
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Reminders
Security Incident Reporting

• All information security incidents, whether actual or suspected, shall be 
reported to the PEAC through email

• info.security@peac.org.ph

• data.privacy@peac.org.ph  

mailto:info.security@peac.org.ph
mailto:data.privacy@peac.org.ph
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Reminders
Security Incident Reporting

• The report shall include 

• Nature of the information security incident/data breach

• Date and time the incident/breach was discovered

• Information assets/personal data involved

• Compromised information asset / Data subjects involved

• Initial actions undertaken
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Push for effective 
data governance
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Thank you.
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